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- Meet the Ishings -



We have created these visual icons that will allow you to follow in a very

simple way the steps to follow in each of the activities.

Thanks to them, even the youngest members of the family will be able
to know what to do intuitively.

And now, let's have some cyber fun!
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New mission for the AntiMdlware Patroll
Hellol I'm Antivirus. We've received a call at

the AntiMalware Patrol headquarters from

Planet CyberLand. It's in danger!

Do you remember the Malware Family?

Well, there are some little monsters who
are friends of theirs and they are up to
some mischief in CyberLand. They are
endangering computers, tablets, mobiles
and, most dangerous of dll. people's
secrefs|

Also, we must be very careful because,
you know what? They are real fibbers,
and they are also experts in fricking

people to steal their secrets.

This is definitely a mission for the
AntiMalware Patroll Let's catch them
so they don't do any more damagel



Virus

introduces you to the new charactersl

/
~
~
~
N




Do you remember Virus? The
smallest of the family and
the best known by dll. Don't
be fooled by his size, since
he can do a lot of damage,
but he first has to get you
to touch him.

Phishing

He is a great fisherman.
He knows how to bait his rod
well and he fishes a lot. But

not fishl Guess what he fishes
for? Secretsl He likes to get

attention and is always hustling.

He lives in MailCountry and

spends his summers fishing
in WebCity.

Mr. Smish

He is the writer of the group.
He really likes to write
messdges dnd send them
to lots and lots of people.
But you know what? His
messdges dre very ddngerous
because they have hidden
fraps.

He's a chatterbox! Like his
friend Mr. Smish, he loves
mobile phones. He's an
expert at telling stories on
the phone, but he's a big
liar. Be careful not to
believe what he tells youl




Spoofing

He is the king of fancy dress
costumes. He is very
mischievous and with his
costumes he transforms
himself into anything he
wants
to commit his misdeeds.
Don't fall into his trapl
He lives in WebCity

Catfish

He's neither a fish nor a cat.

He's Catfishl He's a redl, real liar.

He spends his days on
NetMontdins. That's where he
comes up with characters to

fool people. He makes you think
he's your friend, but he's not.
Don't believe his lies!

Shouldering

He is a professional gossip;
he wants to know everything|
He is restless, he goes from
one place to another looking
over people’s shoulders trying
to see their screens. If you

are writing a secret, check

behind you, he might be

spying on youl



ntl

Color the monsters. Use any color you wd




Would you be dable to recognize all the Ishings?
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Let's find outl
Can you find the b
hidden names?

Shouldering
Vishing

Spoofing
Mr. Smish



But how did Virus meet these monsters? You will
find out as you go dlongl Read the story carefully.

CyberLand is a magical planet. You can do many things
there: read, play games, watch videos, listen to music, and
even talk fo friends. It's a fun placel




But a few days ago, Virus, from the
Malware Family, released some of
his friends and together they are
invading the planet CyberlLand.

They keep doing misdeeds and are

causing d lot of trouble.

We know that Virus is with Phishing
in MailCountry, a city in CyberalLand

full of envelopes and messages.

They are going together to find

place where Phishing can use his

evil powers.




- Phishing, what is your best power? - Virus asked
- I love fishing.

- And do you catch a lot of fish?

- No, I don'tl I fish people's secrets. I send out
fake e-mails pretending to be someone else to
get passwords, information, and even money!

- Cooll We're going to have a lot of fun. I know
' the perfect place for you to use your powers. -
Virus told him.
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Virus and Phishing had a great fishing day. Bad news for the
citizens of CyberLand, who were running out of secrets. Phishing
was fishing everything.

- I'm going to keep on going, I still have
d lot of friends to visit to continue
doing evil in CyberLand. Do you want to
join me? We can join our forces! -Virus
said.

- But will there be more places to fish?
-Phishing asked

- Of course, there willl Let's gol




You know what Virus and Phishing have been doing
@ But will you be able to answer these questions correctly?

Match the main character of the story with the correct option.

What is Riding a
my power?

skateboard




Lake of

Secrets

What is the
perfect place




What do 1
like to fish?

Secrets




@ Look carefully at the drawing and try to remember all the details
Then go to the next pagel




% Have you memorized the drawing? Find the 3 differences with the previous one.
But don't cheatl Go back to the previous step if you can't find the differences.




o
o
<
T
o
[oR)
©)
-+
o
(-
)
o
e}
-+
O
-
T
0
-
O
o
o’
)
o
<
T
o
<
-+
O
)
C
(-
O
o
o
<
(o)
=
(o)
[ =
O




Phishing enjoys his holidays on the Lake of Secrets fishing with his

evil emails. Spot the 7 differences between the two scenes,

N[ N




But how did Virus meet these monsters? You'll find
out ds you go dlong! Read the story carefully.

When they left MailCountry empty,

Virus and Phishing headed happily
for WebCity.

There are so many things therel

It's a city where there are lots of
computers and they are dll
connected fo each other.

A lot of data passes through its
streets: games, videos, photos,

music, Tilms.




But beware,
AntiMalware Patrol,
these little monsters

want to keep on

doing mischief!

- So much data to fishl = Phishing

exclaimed.

- Wait a minute, we're going to look
for my friend Spoofing first. = Virus
replied

- And who is this Spoofing?




- He's a cybermonster like us, and he has d
magical power: he's an expert at creating
fake websites, so he can dress up as
anything he wants and do mischief without
anyone finding out. - Virus explained.

- And how can we recognise him?

- He always wears a red cap, although he
changes it to pretend to be someone else.
So, he won't be recognised! He's very

cleverl

- Well, let's go find him and get info
mischief fogetherl - Phishing exclaimed.




Will Virus and Phishing find Spoofing?

In the meantime, could you answer these questions correctly?
Match the main character of the story with the correct option.

©0

He dresses

What is
Spoofing's evil

power?

up das
anything

he wants

Walks
on his

hands

Speaks

using only
the u




How would

you recognise




% Which Ishing monster might this silhouette belong to? One clue is that

he loves to wear hats and dress up in fancy dresses. Connect the dots and find
out who he is.
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CyberLand is full of fechnological objects, but the mischievous Ishing always

@ find a way to sneak in intruders. Can you identify the intruder? Cross out the
one that doesn't fit.




Spoofing is dying fo cheat the citizens of WebCity, but he has forgotten
how to get to his destination. Guide him in order to catch him, could you

find the right path?




Find Spoofing before Virus and

AntiMalware Patrol we Phishing do. Put a circle around himl

have a mission: Stop

Spoofing|



You have won the

“Anti-Spoofing” badge

Congratulations! You have captured Spoofing
and he can't do any more mischief. You still
have 5 more badges to go; you'll get them by
catching the little monsters that are still on
the loose. Go for itl




Fill out, cut, fold, and glue your updated
AntiMalware Patrol ID card.

600

Fold dlong the dotted line and then —~
glue the two back sides together. . \[

Cut out here

Put
your Name : o _____.
photo
SUrNAMe & - C e e .
Date of Birth Entry Date

Devices 1 [] [] L] []
use: Phone  Tablet Laptop Computer

[ip: If you want your ID card to be more durable, we
recommend that you print it on cardboard or stiffer
paper and/or laminate it.






To get access o the Anti-Malware Patrol headquarters and turn Spoofing in, you
must have a special ID card. The little monsters have been trying fo make fake
IDs fo snedk into the HQ Could you recognize the fake IDs? Cross them outl
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We captured Spoofing. But what happened to Virus
and Phishing? Read the story carefully.

- We got away with it by a hair's breadth!
Though you don't have any hair at dll, Virus! -
Phishing exclaimed.

- Yes, these AntiMalware Patrol quys have
already caught Spoofing, we should be careful
and hide somewhere else.

They left WebCity at full speed. They walked for

severdl days. At night they used to sleep in
some madilbox they found along the way and

~ feed on the data that Phishing fished out
- whenever he had the chance.
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- Finally, one morning, dirty and tired, they arrived at
NetMountdain. It is a very curious place, full of
mountdins dnd on edch mountdin, there is a socidl
media platform.

- I'm hungry, Virus!

- Don't worry Phishing, we're in NetMountain. There are

social media platforms everywhere, and do you know

what thdt means?

- Yes| Lots of photos, games and
videos that people sharel And

conversations! Yummyl My mouth

is wq’rering... 0



- Lookl There's my friend Catfishl — Virus
said.

- Cat? Fish? But is he a cat or a fish?

- Don't worry, everybody gets confused by
my namel - Catfish said with a laugh.

- Well, let me explain it to you: if I tell you
I'm a cat, I'm redlly a fish, but if I tell you

~ I'm a fish, I'm a cat

| ;- That's crazyl It's so difficult to know who

you redlly arel - said Phishing




- Exactly, that's my super power. Nobody
knows my real identityl I use socidl
media fo trick people. I create fake
profiles and befriend them, but not for
redl. I tell them lies until I get what 1
want.

- The three of us are going o have a lot
of funl - Virus exclaimed happily.

And so, they spent several days at
NetMountain causing chdos on socidl
media.



What a mess the monsters are making of NetMountainl But will
you be dble to answer these questions correctly? Match the main
character with the correct option.

No, he is

d liar

Is Catfish a

good friend to
humans?

Yes, he
always tells
the truth

No, because
he smells

bad



What's in the
mountdins of
NetMountain?

Secrets

0@0

TOP ETOp
SECRET "RI’ CREy

Socidl
Media




Catfish often lies about being a cat, but would you know what he
looks like without his whiskers dnd ears? Draw him in the box

0%

Remember! 4
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Catfish is d mix of d cat and a fish. Choose two dnimals and
credate your own little monster, don't forget to name if!

[




Color the following picture daccording to the color code.

| - Blue
2 - Green
3 - Yellow
4 - Pink

5 - Red
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CyberLand is full of objects to dress up with and the mischievous

% Ishings know how to use them to trick us. Can you spot the infruder?
Cross out the one that doesn't fit.
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be from Catfish. Circle the real Catfish according fo the clues.

% Antivirus has received da friend request from someone unknown, but it appears to

Help me catch Catfish red-“finned”!

We have the following clues to

find him but remember that he

always lies and we have to look
for the opposite.

I have dog ears

I have no whiskers

T am blue




You got the Congratulations! You have captured Catfish and

he can't do any more mischief. You still have 4
“Anti-Catfish” bddge more badges to go; you'll get them by catching
the little monsters that are still on the loose.
You can make it

©g




Virus and Phishing have managed to escape again!
Find out how. Read the story carefully

Virus and Phishing were very worried,
they knew that Antivirus and the AntiMalware
Patrol were after them.

They had few places left to hide, but
they headed for PhoneCity. Virus had

some friends there.

* PhoneCity is the place in CyberLand where all the mobile
- phones on planet CyberLand are located. It is a noisy and active
- city. Everywhere you can hear ringtones, notification tones,
~ people's conversations.. What a bustling cityl



- Virus, my friend| It's been a long fimel — a voice was heard in

Qo

the distance.

- Mr. Smishl I've come with my friend Phishing.
- Pleased to meet you. - Mr. Smish said
- Likewise, Mr. Smish! - Phishing replied

- Mr. Smish is one of the oldest and most famous cyber monsters,
he has been pulling prank calls for a long time.

- And what is your cyber power? - Phishing asked curiously.

- Do you know about mobile phone messaging or SMS?

I love writing messages and I send them fo lots and lots of
people. The funny thing is that I hide traps to break their mobile
. phones or take away the things they have stored on it.



- Suddenly, there was a sound of a loud voice.

- Who's that annoying guy who won't stop talking? -

Virus asked. Q

- That's my new friend Vishing, we work together a lot,

but he won't stop talking. Come here, Vishing!l - Mr.
Smish said.

- Hi Mr. Smish! How are you? Are these your new
friends? They seem nice. I'm Vishing, nice o meet you.
Are you new dround here? What dre your powers?
Do you know any funny stories? I dol T'll tell you a
story. It all goes back 10 years. - Vishing began to tell.
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- I dlready have a headachel - interrupted Mr. Smish.
- Well, let me tell them about my evil power.
- OK, but don't chatter, we all want to have dinnerl!

- As you have noticed, I love fo talk. I call people to

tell them stories, but they're all lies, so I trick them
into doing what I want.

- So, the two of you get up to your mischief on the
phone? Interesting.. - Phishing commented.

- That's right! Vishing, shall we give them a
demonstration? - proposed Mr. Smish.

- Pleasel - Phishing asked



What demonstration will Mr. Smish and Vishing have prepared?
In the meantime, could you answer these questions? Match the
main character of the story with the right option.

Who is the

one who is
always talking?

Phishing




Who likes

to write?




Where do
Vishing and
Mr. Smish live?

NetMountain




Vishing has a story to tell his neighbours in PhoneCaity. Help him find the

right path.
=l U
fadehnnt
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@] Complete the sequence of monsters. Cut them out from page 2 of
the "Cut-outs" section and stick them to their corresponding places.
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Mr. Smish loves to write trick messages fo fool the citizens of Cyberland
into paying attention to him. But he has run out of inspiration, so help him
write a funny message.

Hi, 'm..
Did you know that

Hurry up and come quickly,

you cdn win d

and what's more




Spot the SMSs and stories that
are lies to catch Mr. Smish and
Vishing. Circle them.

What they do not know is
that we know how to catch

them. AntiMalware Patrol, we

have d new ques+l

The sky is green because

: I\/\r. ST‘(\lSh
From of the seaweed in the sea.

2+2=8

Almost all adults
have mobile phones.

Libraries are where you
buy medicines.

Birds fly



You won the Congratulations! You have captured Mr. Smish
“An‘ri-Smishing” and and Vishing and now they can't do any more
e TR L i mischief in PhoneCity. You only have 2 more

L ARUERINEEEEEEEE  padges left; youll get them by catching the
little monsters that are still on the loose. Keep
on with the great work!



Virus and Phishing managed to run away again!
@ Read the story carefully.

Once again, Virus and Phishing had to run away. They got on
the first bus out of CyberLand. They were nervous, they
didn't even know where fo go anymore.

- Phishing, we have a big problem. Antivirus has
managed to get together some very smart kids to
set up AntiMalware Patrol

- Yeah, they are putting a stop to our plans to
destroy CyberLand

- Did I hear destroy CyberLand? I want to know
~everythingl - said a voice behind him.



gf’l

- Yes, that was the plan. We wanted us Cybermonsters to be able
to make mischief all over the planet, destroy computers, take all
the secrets of the people. - Virus said almost in tears.

- Wait, who are you? - Phishing asked

- I'm Shouldering, professional gossip,
nice to meet you. Whenever I see
someone with d screen, I snedk a
peek over their shoulder and when
they type in their secret keys and
passwords, I can see them. I also peek
over their shoulder to see everything

Jrhey do. I love gossipl
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- How nice, the three of us could get into mischief togetherl - Virus
suggested

- No way! Antivirus and the kids from the
AntiMalware Patrol have already warned

everyone to always look over their shoulder
when they write or see anything secret, in case
I'm watching, so I've been forced to close
down my business - said Shouldering sadly.

- Jeezl Let's go find somewhere safe for now.\gi

2
Virus, didn't you have a family? - )

Phishing asked. - That's right. Let's go back and

I will introduce you to them. - Virus said more



They were so relaxed that they didn't realise what was
happening on the bus: the citizens of CyberLand had raised
the alarm because, thanks to the teachings of the
AntiMalware Patrol, they knew they were dangerous.

Antivirus was waiting for them at the next bus stop fo catfch
them. Virus, who was very clever, managed to slip away, but

first he promised Phishing and Shouldering;

- I will rescue youl This isn't overl And so,
he set off to join his family, the Malwares,
with whom he would devise a plan to rescue

the Ishings.




oY Could you answer these questions?
Match the main character of the story with the right option.

How did we
escape from

CyberLand?

Bus



What do I do?

Elite
Z athlete

World sleep

champion

Professional
gossip




Who managed
to escaper?

Phishing

Shouldering

' 3




Antivirus knows he needs to be careful when typing his password
into his computer as Shouldering could be lurking nearby. Spot the
1 differences between these fwo pictures.
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of @ Let's create strong passwords to make it very
difficult for Shouldering to quess! How?

. Go fo pages 3 - 7 of the

cut-outs and assemble the dice. [ f3starBdog?5sQesol j
2. Look at the example. You will

see thdt edach one has different Write down here the passwords you get.
pictures. Roll them and write down

what you get. [ j

The more times you roll the dice,
the longer and more secure your

password will bel And the less [ j
sense, the better

P
3. Now create 3 more passwords.

You cdn use this method to

create your own passwords! But * QO .
never write them down. Try fo
remember them! 1




We've captured a lot of Ishings! However, some of them
look happy, I'm sure they're up to something. Could you put
a circle around the little monsters who are smiling?
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Today we bring you something very special: an Ishings memory!
Before you start having fun, follow these instructions.

i=1) | Go to pages 8 to Il in the "Cut-outs" section

2. Cut out the cards dlong the continuous lines - if you need

help, ask an adult - you can laminate them to make them more
resistant!

3. And finally, have cyberfunl




But. How do you play memory? If's very easyl

|. Place the tiles face down on the table and
shuffle them daround.

2. Each player will furn over 2 cards. If the
character matches, they keep them. If not,
turn them face down again.

3 Continue until there are no tiles left on the
table.

4 Whoever has the most cards winsl In case
of d tie, whoever has Antivirus wins.




You have won Congratulations! You've captured the remaining
“Anti-Phishing” dnd monsters and they won't be able to make any
9 more mischief. Great work!
“‘Anti-Shouldering” badge
Thanks for being part of the AntiMalware Patroll



Have you seen the medal sash Antivirus is wearing? Make your ownl

. Go to page 12 of the cut-outsand
cut out the badges.

2. Find a piece of cardboard in the
colour of your choice and make
your own sash. Ask an adult fo
help youl

3.Glue the badges to your sash
dand wear it, how does it look?

4. You can dlso design your own
custfomized badges.




@ Now that you've captured all the Ishings. Draw yourself next to Antivirus!

~







Below you will find the solutions
to the activities and all the
cut-outs.



Cut-outs



of Cut out the medals so you will always remember how you managed fo catfch
all the Ishing.

Fold in half and then glue the
two back sides together.
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‘ Cut out the dice.

Fold along
all these

lines, ask
for help if

you need itl

Fold along
all these
lines, ask
for help if

you need it!







‘ Cut out the dice.

Fold along
all these

lines, ask
for help if

you need it

Fold along
all these

lines, qsk
for help

you need|+

N—>







‘ Cut out the dice.

Fold along
all these
lines, ask
for help if

you need itl

Fold along
all these
lines, ask
for help if

you need it!







‘ Cut out the dice.

Fold along
all these

lines, ask
for help if

you need it

Fold along
all these

lines, dsk
for help

you need|+

N—>







‘ Cut out the dice. \ |/

These dice are for you fo
decorate as you wish. Decorate
before you cut them out and

assemble them!

Fold along Fold along

all these all these

lines, ask \J lines, ask \j
for help if for help if

you need it! you need it!

Stick

here here

AR
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of Cut out the badges for your sash.
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Phishing

Cut out the silhouette of
the mask and the eyes
dlong the dotted line.

Punch the
hole with an
awl to

create the
hole.

-
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Cut out the silhouette of
the mask and the eyes
dlong the dotted line.

Punch the
hole with an
awl fo create
the hole.






Vishin

Cut out the silhouette of
the mask and the eyes
along the dotted line.

Punch the
hole with an
awl to

create the
hole.
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Cut out the silhouette of
the mask and the eyes
dlong the dotted line.

Punch the
hole with an
dawl to

credate the
hole.






Catfis

Cut out the silhouette of
the mask and the eyes
dlong the dotted line.

Punch the
hole with an
awl to
create the

hole.
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Cut out the silhouette of
the mask and the eyes
dlong the dotted line.

-
St e mmu=™

Punch the
hole with an

awl to create
the hole.







Solutions
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